
Should I plug in this USB I found? 
 

Joe Bollen 

How hackers utilize the HID attack vector 



InfoSec Advice 
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Don’t plug in a suspicious USB 

Including NCSC & Department of Homeland Security 

Official Advice 
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A method by which a human interacts 

with an electronic information system 

HID Definition 

Computers inherently trust Human 

Interface Devices 

Convenience 

How can attacker abuse this vector? 

Malicious 
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Simulates a keyboard, once plugged 

in the computer thinks its just a 

human typing on a keyboard 

The ATMEGA chip  

Can pass through 1000 words per 

minute 

Keystroke injection  

Easily expendable 

Extremely cheap  





Mimikatz is a leading post-exploitation tool that dumps 

passwords from memory, as well as hashes, PINs and 

Kerberos tickets. Other useful attacks it enables are pass-

the-hash, pass-the-ticket or building Golden Kerberos 

tickets. This makes post-exploitation lateral movement 

within a network easy for attackers. 

Mimikatz 



A signature is the digital fingerprint of a piece of malware. It’s a unique 

string of bits, a binary pattern representing the malware. Each time a 

traditional AV product encounters a new file, the AV product looks 

through its signature list and asks, “does this byte in the signature 

match this byte in the file?” 

Signature-based 
Antivirus 
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Changing function names, removing comments, and altering other 

various aspects, essentially changes the signature.  

Signature-based 
Antivirus 
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•  5 – 6 seconds later… 



•  Easily view and manage passwords you’ve saved in Chrome or 

Android. 

 

•  They are encrypted using Windows Data Protection API which is 

notoriously weak 

Google Chrome 
Passwords 
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Takeaways 
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Don’t plug in a suspicious USB 

infosec@bbc.co.uk 

Alert InfoSec 

You can’t trust Antivirus 

# security-champions 

Security Champion 
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Security 
Champions 
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Thank 
you 


